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Adobe After Effects /23£[E B Lt (Adobe) 2] [ — B R A3 & B i
BAF . AT EH T 2D 3D &k Sl i/ E AL R R /E4E . Adobe ColdFusio
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EAAATE S o AR, LI sh i B AR 2 NI, B3 v R AR 24 1 )
BN AT AR AR .
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ts B S5 NI (CNVD-2023-91787. CNVD-2023-91790) . Adobe ColdFusion fXfi5#k,
4TI (CNVD-2023-94489, CNVD-2023-94490) . FibIgIAMLEAITN “Hifa” .
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iness APRFETIRIA (CNVD-2023-92201) . Microsoft QUIC #E 44k 55K (CNVD-20
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AASPAT IR (CNVD-2023-92208) . HHr, Fr “Microsoft Skype for Business R #2
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Cisco AppDynamics PHP Agent &3 [E £l (Cisco) ArK—"MUEFRT, HT
Wi PHP MR HIPERE . Cisco Identity Services Engine C(ISE) 23 EAl (Cisco)
NE ) —FIERFF & (SE HRF51%) o &P el idEma. 1M b
SRR E R, il JF St A B SR B SR 7 X 4% . Cisco Unified Contact Center Express
(Unified CCX) Z&E /MR (Cisco) 27—k G — BB MR TT R h % 7 ok R B
A A B BB IRSS . WA BC AN 2 7 U5 ) 42 S5 Dh R . Cisco Intersight /&
EEER (Cisco) ARBI—MRHFGa. 24t PRI, 1T A58 LI AT
JUR T BB et 1) 5 o« WA B sh ik H 3R 5. Cisco SD-WAN vManage /2 3% [E fE
B} (Cisco) 24w #)—> e B AT 5E il AR AR . FT {460 B 34k Cisco SD-WAN F#RE
Bl . & PEAIEE/E. Cisco Webex Meetings #2&3[E Al (Cisco) A& K —EH 2L
figth 774 . Cisco Duo 23 EHEFL (Cisco) AR — e E MR 5. 1A &
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CNVD Wt M K e 55 : Cisco AppDynamics PHP Agent 3 FR 2T+ Cisc
o ldentity Services Engine 1T CfF5 NJwilA. Cisco Unified Contact Center Express
W ONIRAFHS R IRIE (CNVD-2023-93334) | Cisco Intersight Private Virtual Appliance i
AENIE . Cisco SD-WAN vManage 17751 il #%il £5 1% Jsil . Cisco Webex Meetings
£ 04 _FAE IR L Cisco Identity Services Engine i 473 A I ( CNVD-2023-93336)
Cisco Duo /Il iRImiH. Hrd, “Cisco Identity Services Engine £ & U445 NI
i, Cisco Intersight Private Virtual Appliance fir47E NJFiH. Cisco Duo B 17 56 iF 4%
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ZE 5 https://lwww.cnvd.org.cn/flaw/show/CNVD-2023-93325
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Apache Airflow J&35EFTiH7F (Apache) 34 —EH TAI2 . EHA N T/E
WAERITFIE-5 . Z e BEAnY RAZIERESR . Apache Traffic Server (ATS)
FEEERTIAA (Apache) & —ETY R HTTP AL A 5545 . Apache HT
TP Server /&£ ERTIF#AT (Apache) J:4: 2 1 — @K IR M TR 2548 o 12k 55 48 BAT PUE
A& H AT AT R APL 3T B IHR . Apache OFBiz &£ [H M+ (Apache) 2
S —EBMEETLR (ERP) R4, ZARGHRM 7 —8BEET Java 1] Web N HFE
JPAfFRI T H . Apache Jena & 32 [ERTMA7 (Apache) E4&2 11— Java i LMAESE .
FHFHy 838 X Web FIEERESUE N I FER . Apache InLong +2& 35 [E 47 (Apache) 4>
S —ui R E RS AL E b, 24, "EEREUEEMAE /). Apache
ActiveMQ &3 [EFiH 7 (Apache) &2 —EFFIEAIHE B E4F, &3 FF Java {H 5
k%% 8. Spring Framework 5. AJH, iR i R A7 AE 2 NI, X ml A
RS E S M iiEsed, @it SPARQL A il AT1T 3 javascript 3 EUIE 4R 5%
CNVD Yt A S 45 : Apache Airflow #2427 & ( CNVD-2023-93318)
Apache Traffic Server % N K iE45 %R (CNVD-2023-93321) . Apache HTTP Server
g b X i R (CNVD-2023-93320) . Apache OFBiz 1711 % il i 1% I . Apache Je
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a0S/commit/d060968b7ab08e7f8cbf
e7ca9ccdfad7afe9bb06
HEf) B kmAgs T LM E R

CNVD-2023 | AVEVA InTouch %747 NJR . 3T RA G

g

https://sw.aveva.com/hubfs/assets-20

-94706 i 18/pdf/security-bulletin/SecurityBull
etin_LFSec126.pdf
] ReRA TR ERR, E&
CNVD-2023 | Apple iOS HI iPadOS ZZiHIX | . PSR TE
-94705 vad R ™ https://support.apple.com/en-us/HT2

13346

13



https://www.cnvd.org.cn/flaw/show/CNVD-2023-93318
https://www.cnvd.org.cn/flaw/show/CNVD-2023-93321
https://www.cnvd.org.cn/flaw/show/CNVD-2023-93320
https://www.cnvd.org.cn/flaw/show/CNVD-2023-93319
https://www.cnvd.org.cn/flaw/show/CNVD-2023-93324
https://www.cnvd.org.cn/flaw/show/CNVD-2023-93323
https://www.cnvd.org.cn/flaw/show/CNVD-2023-93322
https://www.cnvd.org.cn/flaw/show/CNVD-2023-94073
https://www.cnvd.org.cn/flaw/show/CNVD-2023-93330
http://www.cnvd.org.cn/flaw/list

CNVD-2023
-91788

Adobe After Effects ik %ii%
Ui (CNVD-2023-91788)

el

I EeRAm VIREBERF, EK&
NP SERF
https://helpx.adobe.com/security/prod
ucts/after_effects/apsh23-66.html

CNVD-2023
-92199

Microsoft Skype for Busines
s AR AT I ]

a

HAET) moarkm 7 IHgah T LUE
HXAZ A, HE) R ER
N
https://msrc.microsoft.com/update-gu
ide/vulnerability/CVE-2023-36786

CNVD-2023
-92204

Microsoft QUIC B4R 55
1l

a

HAT) moarkm 7 IHgah T LUE
HXAZ A, HE R ER
N
https://msrc.microsoft.com/update-gu
ide/vulnerability/CVE-2023-36435

CNVD-2023
-92208

Microsoft Outlook iZEFE{CHE
HATIRIA (CNVD-2023-9220
8

HAT) mca kA 7 gab T RUE
SRS A, RN R T
N
https://msrc.microsoft.com/update-gu
ide/vulnerability/CVE-2023-36895

CNVD-2023
-93320

Apache HTTP Server ZZi[X
i I (CNVD-2023-9332
0D)

i

] E kA TR ERR, 5K
NP SEREE
https://httpd.apache.org/security/vuln
erabilities_24.html

CNVD-2023
-93327

Cisco ldentity Services Engi
ne A& A5 AR

g

] kA TR ERER, EHX
I STE S
https://sec.cloudapps.cisco.com/secur
ity/center/content/CiscoSecurityAdvi
sory/cisco-sa-ise-mult-j-KxpNynR

CNVD-2023
-93335

Cisco Duo B35k 44 R
M|

] kA TR ERER, HX
I SE S
https://sec.cloudapps.cisco.com/secur
ity/center/content/CiscoSecurityAdvi
sory/cisco-sa-duo-mac-bypass-OyZp
VPnx

NG AR, Adobe 77 i AR R A AE 2 AR, B nT R R TR 24w P
TP HATIEEARS . kA, Microsoft. Cisco. Apache 254 5™ Wi % BB A7 E 2N
T, Bek 2 n] ) A IR DASE s A RS R IS B, R R G EHUTHE RS, S8
IiFSeIE, @it SPARQL A ATE R javascript SEIE LR S5 . H 4, baserCMS #%
P FEAPAEARBD NI . Bk # T R s E S mail form ¥R . EEUCH O FH F b
B OCVE BIR) R T, KRB AN T B & .

l 2 A B B R A A A 1
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A, CNVD @iE=pE LT E A T B 3 e 0 -
1. TomExam B&¥k A IR
AERER
TomExam & — 5 2 1 ALK M 28 5 1 R G AT
TomExam 3.0 MASAFIEES WA (XSS) i, i vl F| A Z RIS p_name
ZH UL listthtml, B0 554 (XSS).
KEE R
POC #5#%: https://www.cnblogs.com/mrhonest/p/16949304.html
SRS, https://www.cnvd.org.cn/flaw/show/CNVD-2023-93550
5 BRALE
GRAB IR B A BR 2 7]

T BLERUE 7 E(772) FTAE# AR it (KR 15 A 51 067
HIBT B LIE, ST #AKA T

l 2 7 I T 22 [R5

1. A 12 A FF6MIERANE BRI TR P K-S

M 12 H 1 HITR, Google ¥ x5 #E4T Kitdk. SHFE AR RENELE T %
EATM 12 1 FES 7K A b e R B[] AN SRS B Bl O IK 5 . Google o It 5 72
977 1E 388 7 A S e N AR S T T AR B S s A

S8z https://arstechnica.com/gadgets/2023/11/inactive-google-account-deletions-start

-december-1/
2. Windows Fl P R4 LR LS T BEITEIPL A

Windows H 4l R 40 B R IR e 1 T DL, T Al AT ] LS A i AT
i B A R A

SR https://www.theregister.com/2023/11/30/windows_hp_software_uninvited/

*&F CNVD

H %45 B 24T $L 5 F 4 (China National Vulnerability Database, f&ii#k CNVD)
seH CNCERT BtAENEE(GE ARG AL, B EEER . ME©e] . B
e AR E BRI i A 37 PR IR RN 4 22 A TR I, 0000 T B R G — 5 B 2 A TR TR |
KA~ WUE TSNS R R
%XF CNCERT

B o IR A K N SR T ST Y 71l = R L AP o S VN g 1
15


https://www.cnblogs.com/mrhonest/p/16949304.html
https://www.cnvd.org.cn/flaw/show/CNVD-2023-93550
https://arstechnica.com/gadgets/2023/11/inactive-google-account-deletions-start-december-1/
https://arstechnica.com/gadgets/2023/11/inactive-google-account-deletions-start-december-1/
https://www.theregister.com/2023/11/30/windows_hp_software_uninvited/

& CNCERT 5 CNCERT/CC) , & 7T 2002 4 9 H, NAEBUF ARG R ML 2 4 FoAk
Hly, SRR E AL S R 2 AL BAR R ) Ak AT

YERNEZ G 20, CNCERT M EZIRTTZ: MR FARIRB . SR, PR
WLy JIORVR S H T, JT R TR X 2 22 AR TR« KB, TV ik B 55
TAE, A EFAILHEN 24, (RIEEAIE B2 E 25 B R AN %1817 .

MHk: www.cert.org.cn

HEFH: vreport@cert.org.cn

Hii%: 010-82991537
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